[bookmark: north-luffenham-parish-council][bookmark: data-protection-policy]North Luffenham Parish Council - Data Protection Policy
[bookmark: policy-statement]
North Luffenham Parish Council (“the Council”) is committed to protecting the privacy and personal data of residents, councillors, employees, contractors, volunteers and anyone else whose personal information the Council processes.
The Council will comply with the requirements of the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and any other relevant legislation relating to the processing of personal data.
This policy applies to all councillors, employees, contractors and volunteers acting on behalf of the Council.

[bookmark: purpose]Purpose
The purpose of this policy is to ensure that the Council:
· Processes personal data lawfully, fairly and transparently.
· Collects only the personal information necessary for its functions.
· Keeps personal information accurate and up to date.
· Stores information securely.
· Retains information only for as long as necessary.
· Protects individuals’ rights.
· Demonstrates compliance with data protection legislation.
[bookmark: scope]
Scope
This policy applies to all personal data held by the Council in paper and electronic form, including information relating to:
· Residents
· Members of the public
· Councillors
· Employees
· Job applicants
· Contractors and suppliers
· Allotment holders
· Community centre hirers/users
· Correspondence with members of the public

[bookmark: data-protection-principles]Data Protection Principles
The Council will process personal data in accordance with the following principles:
[bookmark: lawfulness-fairness-and-transparency]Lawfulness, Fairness and Transparency
Personal data will only be processed where there is a lawful basis to do so and individuals will be informed how their information is used.
[bookmark: purpose-limitation]Purpose Limitation
Personal information will only be collected for specified, explicit and legitimate purposes.
[bookmark: data-minimisation]Data Minimisation
Only information necessary to carry out the Council’s functions will be collected.
[bookmark: accuracy]Accuracy
Reasonable steps will be taken to ensure personal information is accurate and kept up to date.
[bookmark: storage-limitation]Storage Limitation
Information will only be retained for as long as required in accordance with the Council’s Retention Policy.
[bookmark: integrity-and-confidentiality]Integrity and Confidentiality
Personal data will be protected against unauthorised access, accidental loss, destruction or damage through appropriate technical and organisational measures.
[bookmark: accountability]Accountability
The Council will be able to demonstrate compliance with UK GDPR and maintain appropriate records where required.

[bookmark: lawful-bases-for-processing]Lawful Bases for Processing
The Council will process personal data only where one or more lawful bases apply, including:
· Public task
· Legal obligation
· Contract
· Consent (where appropriate)
· Legitimate interests (where applicable)
The Council will identify and document the appropriate lawful basis before processing personal data.

[bookmark: special-category-data]Special Category Data
Where the Council processes special category personal data, it will ensure that an additional condition for processing under Article 9 UK GDPR is satisfied and that appropriate safeguards are in place.

[bookmark: individual-rights]Individual Rights
Individuals have rights under UK GDPR, including:
· The right to be informed
· The right of access
· The right to rectification
· The right to erasure (where applicable)
· The right to restrict processing
· The right to data portability (where applicable)
· The right to object
· Rights relating to automated decision-making and profiling
Requests should be submitted to the Clerk.
The Council will normally respond within one calendar month.

[bookmark: subject-access-requests]Subject Access Requests
Anyone wishing to obtain a copy of their personal data should submit a Subject Access Request to the Clerk.
The Council will:
· Verify the identity of the applicant where appropriate.
· Respond within the statutory timescales.
· Provide information free of charge unless permitted by law to charge a reasonable fee.

[bookmark: data-security]Data Security
The Council will implement appropriate security measures, including:
· Password-protected devices.
· Multi-factor authentication where available.
· Secure storage of paper records.
· Restricted access to confidential information.
· Regular software updates.
· Anti-virus protection.
· Secure disposal of confidential documents.
· Encrypted backups where appropriate.
Councillors and employees must take reasonable steps to protect any Council information in their possession.

[bookmark: email-and-electronic-communications]Email and Electronic Communications
Council email accounts should be used for Council business wherever possible.
Personal data sent electronically should only be shared where necessary and with appropriate safeguards.
Care must be taken to:
· Verify recipient email addresses.
· Use BCC where appropriate.
· Avoid sending unnecessary personal information.
· Report any accidental disclosure immediately.

[bookmark: data-sharing]Data Sharing
Personal data will only be shared where:
· Required by law;
· Necessary for the Council to perform its statutory functions;
· The individual has given consent (where required); or
· Another lawful basis applies.
The Council will only share the minimum amount of information necessary.

[bookmark: data-breaches]Data Breaches
Any actual or suspected personal data breach must be reported immediately to the Clerk.
The Council will:
· Investigate the breach promptly.
· Take steps to minimise any harm.
· Maintain a record of breaches.
· Notify the Information Commissioner’s Office (ICO) where legally required.
· Notify affected individuals where required.

[bookmark: records-management]Records Management
The Council will maintain appropriate records and dispose of information securely in accordance with its adopted Retention Policy.
Paper records containing personal information will be securely shredded or confidentially destroyed.
Electronic records will be securely deleted when no longer required.

[bookmark: training]Training
The Clerk will maintain appropriate knowledge of data protection legislation.
Councillors will receive suitable guidance and training where appropriate to ensure they understand their responsibilities.

[bookmark: responsibilities]Responsibilities
[bookmark: the-parish-council]
The Parish Council -  The Council is responsible for ensuring compliance with data protection legislation and adopting appropriate policies.
[bookmark: the-clerk]
The Clerk - The Clerk is responsible for:
· Day-to-day implementation of this policy.
· Responding to Subject Access Requests.
· Maintaining privacy notices.
· Reporting data breaches.
· Providing advice to councillors.
[bookmark: councillors]Councillors
Councillors must:
· Handle personal data confidentially.
· Use information only for legitimate Council purposes.
· Keep Council information secure.
· Report suspected data breaches immediately.
· Comply with this policy and all relevant legislation.

[bookmark: privacy-notices]Privacy Notices
The Council will maintain appropriate Privacy Notices explaining:
· What information is collected.
· Why it is collected.
· The lawful basis for processing.
· How long information is retained.
· Individuals’ rights.
· How to contact the Council.
· How to complain to the Information Commissioner’s Office.

[bookmark: review]Review
This policy will be reviewed annually, or sooner if there are changes to legislation, guidance or Council practices.
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